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A: It's not a good idea to look at a string of characters as a signature; your signature works fine because it's a combination of hashing and cryptographic checksum. Hash functions on strings are called Message Digest algorithms (MD5, SHA1, etc.) Checksums of strings are called
Cyclic Redundancy Codes (CRCs) (not to be confused with CRC-32, as it checks the sum of 32 bits of a string, while CRC-32 checks the sum of bits n to 30). A checksum algorithm performs the following steps on a string: Shuffle all the bits. Calculate a cryptographic checksum (very

similar to MD5 or SHA1) on the resulting string. Compare the computed checksum with the checksum of the original string. If the two checksums match, the string was not tampered with. For example, consider this table of random strings and their checksum. The strings of length 32
have been generated by generating 20 random bits, appending 10 zeros, and converting to hexadecimal. | | checksum ----------------------------- ------------- | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x66769841 | 00000000 00000000 00000000 0000 0000 0000 0000 |

0x2cac8907 | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x447297a4 | 00000000 00000000 00000000 0000 0000 0000 0000 | 0xfdccb3ea | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x2bbe69d4 | 00000000 00000000 00000000 0000 0000 0000 0000 |
0x71f60657 | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x6edb6759 | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x8e3caa6e | 00000000 00000000 00000000 0000 0000 0000 0000 | 0x71e3a9db | 00000000 00000000 00000000 0000 0000 0000 0000 |
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