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Diagnostic software includes real-time data collection tools for analyzing handset and over-the-air 3G system performance, such as the Qualcomm eXtensible Diagnostic Monitor (QxDM Professional). This proven
diagnostic tool for the evaluation of handsets and network performance is among a comprehensive suite of diagnostic software tools from Qualcomm that enable quicker time-to-market for new devices,
streamlining of network deployments, and optimization of networks for maximized performance. Abstract: Device remanents are a serious and growing class of attack vector. Today, device-remanents can use
any device, including laptops and cell phones. This research area targets any hardware or software digital signature, encryption, authentication, or similar mechanisms that include secret information. We
examine 13 categories of device remanents that are relevant to mobile security, of which we find 6 categories that cause new classes of vulnerabilities: (1) power and electromagnetic side-channel attacks, (2)
arbitrary file access, (3) timing and non-invasive power measurements, (4) full control and monitoring of hardware, (5) software disablement, and (6) physical attacks. We demonstrate new attack tools, including
EM bootrom attacks, arbitrary file access, power attacks, and hardware attacks. What we believe to be the first and only side-channel implementations in dynamic storage that are vulnerable to these attacks is
implemented in popular Android open source libs: bignum and rabin.
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