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using an stdin token, i can ssh in to the website, and run a python script to find the ruby on rails app. the app is built with
the rails inferno gem, which i can go straight to the source code to find the credentials for the app. ill decompile the binary
to find the credentials for the next user. from there, ill brute-force that users credentials using a cgi-bin shell. i can control
the cgi environment to cause denial of service by redirecting traffic. once the panel app is up, i can log in and find their ssh
keys, which gives me root access. ill clean out the cgi-bin and detect for the panel it runs in, and track it down to a
downloader it uses to install the backdoor. ill find a reverse shell that goes to the admin. friday is a pretty fun and
straightforward box. there are three areas where i start. the first is finding the credentials for the login page. while all these
services are using credentials to look for, they havent really provided any api to use. they probably wont, since it goes
against the ethos of the challenge. but by some stroke of luck, this team is using a token that they use for every new
account. from there, | find a subdomain that only redirects on login and ssh into that. | find the binaries for the back-end,
and then figure out how to produce bash and cookies. ill use bash to write a binary that i can run as root. the binary writes a
file and makes its path executable, though it also makes it writable, which is some bad side-channel traffic. i then write a
bash script, again running as root, that will start the binary and make sure its hidden. this gives me root access.
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In the box, the hack team posted a powershell script that when run by itself will check to see if the user flag is set, if so, it
will dump the username and password, and another script that will dump the rootkit. ill show you how to use those scripts to
figure out how to shell into the box (stopping at getting creds without a shell). its one thing to be able to say you cracked a
box, it is a totally different thing to be able to go in there and do it. now for the commando skillz. virtru is a web-app that
makes it very difficult to make a login form that looks like the original web-site/service. the site will send you a random six
digit code, and you can generate more of these codes by calling a page that finds more for you. in this case, | have a
reverse shell to a service account running on my server (hector.exe). after that, i can spawn a reverse shell to a service
user, and then i can try to spoof login requests for hector.exe and trick it to authenticate to my webshell. pretty much the
same as the previous one, but the service this time is winrm. to get root, i figure out the password, and a process that
seems to be using it from the call back after the password is entered, so i figure out what i can do with it. using sysmon, i
find out that the password is stored inside the file
hklm\software\microsoft\systemcertificates\authroot\policy\server\kerberos\machineentries, and after that, i find another file
and a hash inside there, which tells me that the password is a different salt. i find a salt, and a hash that matches the hash
that stored in the other file. in beyond root, ill analyze the hash, figure out the hash algorithm and crack it. this time i do a
bit better than the first crack, since the salt length is longer. | reverse engineer the winrm password hashing algorithm and
implement my own, and then use a debugger to load the loader dll, read the hash, use it to hash the password, and get a
password that works for the kerberos ticket service. 5ec8ef588b
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