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Zombie Exposer — 3T0 nporpamMma, cneumnasbHo paspaboTaHHasa 19 MOHUTOPMHIA aKTUBHOCTU KOMMbIOTEPA B PEXMME peasibHOro BPEMEHU U 3anncn Bcex AencTteuin. OH NCMOJb3YeTCA A4 BbIABJEHUS Ka)K40WN HEN3BECTHON U NOO03PUTENIbHON aKTUBHOCTU, Nponcxoasiien Ha sawweM MK, ngeHtudunumnpyet ntobble 0oTCyTCTBYOWME
Mpouecchl UK 3agayn u npegnpuHUMaeT AENCTBUA 018 YCTPaHEeHNS 3Tux npobnem. Bl MOXKeTEe HaCTPOUTb 30MBMN-3KCMO3NTOP Ha CBOEM KOMMbIOTEpPE BPYYHYIO, 4TOObl OH aBTOMaTUYECKM HaYMHaN C/IeAnTb 3a BallMM KOMMbIOTEPOM, He MeLlasn Bawen obbidHON geatenbHocTn. OcobeHHOCTM pa3obnadvyeHnsa 3omMbu: Zombie Exposer — 3710
MOLLHbIA MHCTPYMEHT, KOTOPbIAN MOXXET 3amnncbiBaTb BCE OENCTBUA U 0ToBparkaTb UX B 0OHOM OKHe. OH TaK)Xe MoKa3blBaeT, ABJSETCH /N Ball KOMMbIOTEP XXEepPTBOW B3JIOMa WX BUPYCHOW aTakn. 3TO MHPOPMATUBHbLIN U NONE3HbIN MHCTPYMEHT, KOTOPbIN MPOCT B MCNOJIb30BaHNK 1 3deKkTnBeH onsa obHapy>XeHNsa Kak BPeAOoHOCHbIX, Tak
1 06bI4HbIX gencTeun. MNackl pazobnadnTtens 3ombu: Zombie Exposer npegynpeaunT Bac o J06biIX aHOMaNAX, KOTOPbIe MPONCXOAAT C Ballel CUCTEMON. DTO TakXXe NOMOXXeT ornpeaesnTb BHYTPEHHME NpoLecchl, 3anyLlleHHble Ha BaweM [K, a Takxe 3anncaTtb Ux. OH nmeeT yOoobHbIN nHTepgenc n He TpebyeT TEXHNYECKMNX 3HAHWUN 4N
ncnosb3oBaHMsA. Zombie Exposer NoOMOXKeT BaM onpenennTb, Kakne Beb-canTbl 66111 B3s1oMaHbl 6€3 Bawwero segoMa. KaHanaaT B Npe3naeHTbl oT gemMokpaToB Mut byTTnoxur NMut byttuaxur The Hill's Morning Report — npu nogaep>xke Facebook — PecnybnnkaHcKkas NapTusa CMblKaeT pAdbl, 4Tob6bl 3anosiHUTbL BakaHcuto SCOTUS K
Hos6pto ByTTUAKNY 3amMeHseT MNeHca B gebaTHom npakTuke Xappuca Hillicon Valley: ®BP n DHS npenynpe)xaatoT, 4TO MHOCTPaHHbIE XaKepbl, CKopee Bcero, byayT pacnpocTpaHaTb Ae3nHPOPMaLIMIO O pe3ysbTaTax BblOopoB | MNaaThopMbl COLMANbHbIX CETEN NPUNOKUAN YCUNMSA K HaunoHanbHOMY AHIO peructpaumn nbnpatenen |
Tpamn BCTPeTUTCA C pecnybanKaHCKUMKN FroCyAapCTBEHHBIMU YAHOBHUKAMM MO BOMPOCY 3allUTbl OT TEXHUYECKON OTBETCTBEHHOCTU. B BockpeceHbe MORE 3asBun, 4to CLLUA HeobxoamMmMo BOCCTaHOBUTL AOBEpUE K FOCyAapCTBEHHOW CUCTEMe 3[paBOOXpPaHeHNs, KoTopasa He obecrnedmBaeT Bceobuero goctyna. «Mbl HaxoguMcs B
MOMEHTE, KOrga Mbl MOXKEM cAeflaTb YTO-TO, 4TOObI yNy4WNTb Halle 34paBOOXPaHEHMe ANa BCex», — CKa3an byTtnaxkud, map Cayt-beHpa, wtaTt UHAnaHa, nporpamme «BcTpeya ¢ npeccon» Ha KaHasne NBC. «Mbl nmeeM feno ¢ CMCTEMON 06LWEeCTBEHHOIr0 34PaBOOXPaHEHNS, KOTOpas MeHbLUEe CBA3aHa C OCTaJIbHOM CUCTEMON, YeM
xoTenocb 6bl nobomy 13 Hac». PEKJIAMHOE OB bABJIEHUNE ByTTno)Xmny ckasan, 4To 4OCTYN K MEAULUUNHCKOMY 0BCNY)XXUBAHMIO A0O/KEH BbITb MPaBoOM Ka)Xaoro. «Ham Hy>KHO AyMaTb O BCEN CUCTEME, a He ToJIbKo 06 04HON YaCcTu CUCTEMbI», — CKa3af OH. B 3aABeHnn KaMnaHum byTTua)Xura roBopuTcs, 4To AemMokpaT n3 NHanaHbl xo4yeT
obecneynTb, 4TOBLI «BCE aMepMKaHLbl NoJly4ann HeobxognMoe MM MeanLMHCKoe 06Cy)XKMBaHNE, HE3aBUCMMO OT YPOBHS UX OOXOAO0B, XXUBYT JIN OHU B CEJIbCKOM UM FOPOACKON MECTHOCTUN UM Ha 3eEMAAX NAEMEH». ByTTur
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Zombie Exposer Product Key npenHa3Ha4vyeH s obHapy>XeHUS yrpo3, CBSiI3aHHbIX C PaCNpPOCTPaHEHHbLIMW ONACHOCTAMU B UHTepHeTe, TakKMX KakK MOLWEHHMNYECTBO C KnKaMu, aTakn DDOS 1 cnam B pe)xmme peasibHoro BpeMeHu. lNMporpaMmma NoCTOSHHO OTC/IEXXUBAET BCE NOTEHUMaNbHbIe YIPO3bl U MOKa3biBaeT BaM MHGOPMaLMIO O
OENCTBUAX, KOTOPbLIE MOXXET BbIMOMHATL Balla cuctema. PyHkumm: Hactponka He TpebyeTca He TpebytoTcs TexHMYeckme 3HaHMA Mpedynpe)xfaeT BaC C MakCMMasibHOW 3adep>xkon 30 ceKyHpA, ec/in cucTeMa CTaHOBUTCA MOTEHUMaNIbHON yrpo3on OnpefenseT CKpbITble CTPaHULbI, K KOTOPbIM Bbl HE 0bpallaeTech BuiasnseT
3anyLleHHble NPOLLeCcChl, KOTOPble MHULUMNPOBaHLI 6e3 Bawero pa3pelieHns MNpocton n 3PeKTUBHLIN; OTCYTCTBME 3aMesieHNs paboTbl Ballero KoMnboTepa. DTO 0TAEeNbHOE NpuioXxeHne, 6e3 HaacTpoek unm Mmoandunkaunn peectpa. KomnnekcHoe pewieHne OCHOBHbIe acnekTbl 0630pa Zombie Expose: 9TOT MHCTPYMEHT siIBNSETCSA
ABTOHOMHbIM PeLleHNEM, YTO O3HaAYaEeT, YTO OH He TpebyeT Kaknx-Nmbo Apyrmux NpuIoXKeHNn nam ConyTCTBYIOLWEro NporpamMMHoro obecneyerHns. OH obHapy>XMBaeT yrpo3bl, CBA3aHHble C KNIMKGpoaom, DDOS-aTakaMn 1 CNaMOM B peXXUME peasibHOro BpeMeHU. OTO MHCTPYMEHT 0bHapy >XeHUsi 1 NpeaoTBPaLLEHNSA YIPO3 B peXXmMme
peasibHOro BpeMeHu, KOTOpbIN npeaynpexaaeT Bac, eC/iN Ball KOMMbIOTEP PUCKYET NMpeBpaTUTbCA B KOMMbOTEP-30MOM. OH NOCTOAHHO OTC/IEXXMBAET BCE NOTEHLMasbHbIE YIPO3bl, MpegynpexxaaeT Bac MakcuMyM 3a 30 CeKyHA M MOKa3biBaeT MHGpOpMaLMIo 0 OENCTBUAX, KOTOPbIE MOXET BbINOJIHATL Balwa cunctema. OH onpegenseTt
CKpbITble CTPaHWLbl, K KOTOPbIM ¥ BaC HET 0CTyna, N NoKa3blBaeT 3anyLleHHble NpoLecchl, 3anyuweHHble 6e3 Balwlero paspeweHus. HeT HeobxoammocTn B Kakon-nmbo KoHduUrypaumm, n gna ee ncnosib3oBaHus He TpebyroTca Kakme-nmbo TexHn4eckme 3HaHMA. Takmm obpa3om, 3To noaxonawmin Boibop ansa scex nosb3oaTtenen. OH
npegHa3Ha4vyeH ang paboTbl B cO4eTaHUM C aHTUBUPYCHBLIMU peLlleHnsaMu, 4Tobbl MOMOYb BaM 3alUTUTb Bally CUCTEMY, U NpeacTaBaseT cobon AONOMHNTENbHLIN 3aWNTHbIN Bapbep ANS Bawen CUCTEMbl B COMEeTaHUM C BallUM CYLLECTBYIOLWNM aHTUBUPYCHbLIM pelleHneM. YT1o HoBoro B Bepcumn 1.6.0: [lobaBaeHa BO3SMOXKHOCTb
ynpaBJ/ieHNa yBeAOMAEHNAMWU N3 MPOrpaMMbl. YBEAOMIEHNA MOXXHO OTKJ/IIOYMTb, YTO NO3BOJIUT BaM MPOCMaTpMBaTb CTPaHMLUbl 6&3 NOCTOAHHbLIX MPpenynpeXX4eHnin OT MHCTPYMeHTa. B koge 61 ncnpassieHbl HEKOTOPbIE HE3HAYMTesIbHbIE NpobaeMbl, 4TO caenano nporpammHoe obecneveHmne 6osee CTabUbHLIM N HAAEXHbIM.
PeknamHoe o6bsaBneHne CKpnHWOTHLI pa3zobnayntensa 3ombu: Monyynte MrHOBEHHbLIN O0CTYN cenyvac bectcennepbl RSS-kaHan oas 3Toro canta. Ha aToM canTe He HaWAEHO HX O4AHOW MOMNYAAPHON NN eXeOQHEBHO NCNOJIb3YyEeMOWN CCbIIKN. ECn Bbl cCHMTaeTe, YTO Mbl AeNaeM HYTO-TO He Tak, UM Bbl XOTUTe 406aBUTbL Clofa CBOIO CCbIJIKY,
rMoXKasnlyncrta, CBSXKUTeCb C HaMu. MoXXanyncTa, nogenntechb C Apy3bsamun: NognmcaTbCsa Ha HOBOCTHYIO PacCbisIKy Bbl MO)XeTe noslyvyaTb HOBblE CTaTbU U NocnegHmne o6HOBMEHUSA MO 3JIEKTPOHHON NOYTE, eC/IM OTMETUTE, YTO AaeTe corjlacnue Ha uUx rnosiydyeHme. Mol yBarkaeM Bally KOH(pUOEHLMaNIbHOCTb N HUKOr 4a He pa3rjallaemM Balun
1709e42c4c
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MporpamMa, KOTOpas He OaeT BalleMy KOMMblOTepy NpeBpaTuTbCca B 30M6u. ObHapy>xmnBaeT BCe BUAbI YIPO3 B peXXMMe peasibHoro BpeMeHn ObHapyxmnBaeT pasiMyHble TUMbl CKPbITbIX YFPO3, B TOM yucne: « Mactepa paboyero ctona ¢ ABTOMaTU4eCKMe 3KCMI0NTbl BPEAOHOCHOIo Kofa * Bupychl ¢ LUnnoHckoe MO ¢ YroHwmkn 6pay3sepa
OH He 3amepnseT paboTy Ballero KOMMNbIOTEPA, HECMOTPSA Ha TO, YTO OTCNEXMNBAET aKTUBHOCTb 1 (PMKCUPYET 3anyLleHHble npolecchl. He TpebyeT HaCTPOMKKN K TEXHUYECKUX HaBbIKOB A8 MCMOJIb30BaHUA 3Ta NporpaMmMa MO>KeT MOMOYb BaM CMacTy Ball KOMMbIOTEP OT 30MOM-KOMMbOTEpPa. ITO NPUIOXKEHNE NpefHa3HavyeHo Ans
obHapyxeHuns HOBbIX yrpo3. OH 3anyCKaeTcs, Kak TOJIbKO Bbl BKJllOMaeTe KOMMbIOTEP, M 3anncbiBaeT BCE NPOLECChl, KOTOPbIE BbIMNO/HAIOTCSA Ha BalleM KOMMbIoTEpPE, MOKa OHU He UCMNoMb3YyTCA. OH Tak)Xe MOXXeT aBTOMaTU4YeCKu OTAPaBAATb MHOPMaLMIoO Ha cepBep NPy 3anycke nan ocTaHOBKE KOMMbloTepa. Bbl MoxeTe
npocMaTpumBaTb OTHET 1 06HapyXMBaTb Yrpo3bl 30MOM-KOMMbIOTEPa NPSAMO Ha CBOEM KoMMbloTepe. MNpunoxeHne aenaeT KOPOTKUN OTHET 1 Npepynpexjatuwee coobuieHne Ha 3oMbn-komneoTepe. Bol MOXKeTe HaCTPOUTbL BPEMSA U HacToTy oT4eTa. [IpocMOTp oT4YeTa, OTNPaB/IEHHOr0 aBTOMaTUYECKU, N aBTOMaTuU4YecKasa oTrnpaBKa
oTYyeTa Npu 3anycke U 0CTaHOBKe KoMMbloTepa. PYHKLMA UCTOPMN NO3BOJISIET BaM BEPHYTbCA K AAaHHbIM, OTMPAaBJ/IEHHbIM B Te4eHUE 5 MUHYT, a TakXe caeslaTb pe3epBHYIO KOMUIO OTNpPaB/ieHHbIX AaHHbIX. [pefocTasnseT BaM NoAPOOHbIN 0TYEeT 0 BpeAOHOCHOM N0 3a HECKOJIbKO MUHYT, HO €ro Tak>Xe MOXXHO HaCcTPOUTb Ha OTNpPaBKy
0TYETOB B onpefefnieHHoe BpeMs. He TpebyeT HaCTPONKN MM TEXHUYECKMX HaBbIKOB AJ18 UCMONb30BaHUA. NMpumedaHne. Heobxoanmo, 4Tobbl 6ecnpoBofHOE coegMHEHME KOHTPOIMPOBasIoCh aBTOMAaTUYECKM. DTa NporpaMmMa TakXe MOXXeT npeaynpeinTh Ball KOMMNbIOTEpP, €CM OH 06Hapy>XUT BCMbILLKY HOBbIX Yrpo3. OH Tak>Ke MoXXeT
0TNPaBASATb OTYET aBTOMATUYECKU, €C/IN KOMMbIOTEP 3anyCKaeTCsa uin ocTaHaBnamBaeTcs. [epen 3arpys3komn u yCTaHOBKOW nporpamMMbl npoytute FAQ Ha HaweM Beb-caniTe. Zombie Exposer — 3To Npnno)xXeHue, KoTopoe obHapyxmBaeT BpeaoHocHoe MO Ha BaleM KOMMNbIOTEPE B peXnMe peasibHOro BpeMeHu. Ecnun Bel BUAUTE CUHUIA
(IP) appec B agpecHon cTpoke Beb-6pay3sepa, 3TO 03HAYaET, 4TO Ball KOMMbIOTEP 3apakeH BpefoHocHbIM MN0O. Zombie Exposer pa3paboTaH cneumnanbHO Ana 06HapyXeHUS yrpo3, KOTopble He MOryT 6bITb 06Hapy>XeHbl BallUM CYLLECTBYIOLWMM aHTUBUPYCHbLIM NpOorpaMMHbIM obecnedeHnem. OH MoxxeT obHapyXuTb BpefoHocHoe MO,
CckpbiToe B ntobon nporpamme, byab To Be6-6pay3sep, NpMIoKEHNE 3NEKTPOHHON MOYThLI UK NporpamMmma ana 4yteHus PDF. Zombie Exposer obHapyXunBaeT cienyoLimne BpeaoHOCHbIe MporpamMmmel: * Bupyc Fo3m ¢ TposHckuni Bupyc Xenmpannsa * Bupyc MalWare-A DOGFIGHT ¢ Bupyc Win32/Tenebrar Zombie Exposer rapaHTupyeT, 4TO Bbl
byneTte NONHOCTLIO MHGOOPMUpPOBaHbLI 060 BCeX yrpo3ax Ha BaweMm KoMnbloTepe. OH coobwmnT BaM, 4TO KOMNbOTep OblN 3aparkeH
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Y3HanTe, 6bl1 1N Ball KOMMbOTEP B3/IOMaH U NCMNOJIb30BanCA B cNaM-KaMnaHmax ObHapy>XeHne cnamM-nporpaMM, 3anyLeHHbIX Ha BalleM KoMMbloTepe Y3HanTe 060 BCcex yrpo3ax, CBA3aHHbIX C NocewaeMbiM BaMu Beb-cantamu. ObHapyxeHne nogfenbHblX UHTEPHET-MarasnHoB U CTpaHuL, BXxoda Hangnte ya3BMMOCTU B BalLen
cucteme OnpepenuTte wWnmoHckoe MO, yCTaHOBMIEHHOE Ha BalleM KoMMnbloTepe HanTm 63ka0opbl, KOTopble Bbin pa3MeLleHbl 310yMbILLIEHHUKOM CKPpUHLLOTHLI pa3obnaydntens 3omMbu: AnbTepHaTmBbl pasobnavntens 3ombu X-View WebRover 3T0 elle oanH MHCTPYMEHT, KOTOpPbIN 6bin pa3paboTaH onsg obHapyxeHna n obHapy>xeHus
BPEAOHOCHbLIX MPOrpamMm B peXxume peanbHoro spemeHun. OH 6bin paspaboTaH HeMeukon ompmoint no UT-6esonacHocTu X-View n npegHasHaveH ana UT-cneumanncTosB 1 cneumnannuctoB no kubepbesonacHocTu. Mporpamma He TpebyeT HAaCTPOMKK U MOXKET obHapy>XMBaTb OMacHbIe MPOrpaMMbl B LLEJIEBON CUCTEME B PEXMME peasibHOro
BpPEMEeHMU, He BNMASA Ha ee PYHKUNOHaNbHOCTb. OH nMpepnaraeT Ty )Ke CKOPOCTb 06Hapy>XeHus, 4To 1 nonyaspHbie Trojan Killer n 3awmtHnk Windows, 1 ero Mo>KHo MCNoJIb30BaTb HecnsiaTHO B HEKOMMepYecKux uensx. NMporpamma snepsble bbina 3anyuleHa B ntoHe 2012 rofa 1 y)Ke MMeeT OrpoMHOE KOJINYECTBO NOJIb30BaTesIeN.
HecMoTps Ha TO, 4TO OH NpefHa3Ha4vyeH gna UT-cneumanmcTos, ero MOryT UCMOJIb30BaTb M 0ObIYHbIE NOJIb30BATENN. DTO MHOMOYPOBHEBAA NpOrpaMMa, NCNoJsb3yloLwas pasanyHblie MeToabl 0bHapy>xeHus. Cpeamn NCnosib3yeMbiX METOL0B — (haliloBasi CUCTEMA, CUCTEMHbIN peecTp, PEeCcTp LPaliBEPOB U YPOBEHb A4pa. XOTA NPUIOXKEHNE
npefHasHayeHo 0N paboTel B HOHOBOM peXXMMe N 0BHapyXeHNS BPEOOHOCHbIX MPOrpamMM, OHO He 3aMeansieT paboTy LeneBon CUCTeMbl, MOCKOJIbKY He TpebyeT HacTpokun. Kak ToslbKO OH 06Hapy>XMBaeT 4TO-TO HeobbIYHOE, OH coobLaeT BaM M NMpeaocTaBaseT AOMOJHUTENbHYI0O MHOPMaLMIO 0 NOTeHUManbHON yrpo3e. MNoCcKosbKy OH
He TpebyeT Kakon-nMbo HaCTPOMKM, Bbl MOXKETE YCTAaHOBUTbL €ro B sitobor cncteme Windows 1 npu 3ToM MCNoJ1Ib30BaTb €ro C HaMMEHbLLIUM BO3MOXXHbIM BMeLLlaTe/IbCTBOM. 3T0 6ecnnaTHasa nporpaMmma, KoTopas nossonseTt UT-cneunannuctaMm AMarHOCTUPOBaTb NpobneMbl, C KOTOPbIMU OHU MOTYT CTOJIKHYTbCS, @ Tak)Xe Mo3BosiseT
06bl4HbIM NONb30BaTENAM 3aWMTUTL cebsa n ceonm MK OT NoTeHuManbHbIX ONacHoCcTen. besonacHasa naaTexHasa cucteMma F-Secure 3To NpoAyKT Ha ocHoBe Bpay3epa, KOTOpPbIN NO3BOISAET BaM NPOCMaTPUBaTb UCTOPUIO Ballen akTUBHOCTN B MHTepHeTe. OH 6bin pa3paboTaH WBeACKON OXpPaHHOM (hUPMON 1N B HacTosLWee BpeMs
ncnonb3yeTtcs npuMepHo 45 000 YyenoBek B HECKOJIbKUX AecsATKax cTpaH. MNporpamMmmMa paboTaeT B pe)xmMme peasibHOro BpeEMEHU, MO3TOMY BaM HE HY)KHO ByaeT )XaaTb, Npe)xae 4eM NpoCMOTPEeTb NCTOPUIO BallnX AencTBui B MHTepHeTe. OH 3anNoMUHaeT CTPaHMLbl U TEMbI, KOTOPbIe Bbl MOCELLANN 3a NOC/IeAHNE HECKObKO OHEN, 1
BeZeT y4yeT BallMX AEeNCTBUN Ha pa3fINyHbIX BPeAOHOCHbIX U BPeLLOHOCHbIX Beb-canTax. DTO XOPOLUNIA UHCTPYMEHT A1 CJIeXKMW 3a JII0AbMU, KOTOPble MOrYT ObITh LLesiiMU pa3finyHbIX
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System Requirements For Zombie Exposer:

OkHa: Mac OS X: JInHykc: MuHnmym: OC: Windows XP Service Pack 3 nnun HoBee Mpoueccop: Intel Core 2 Duo nnn nyyduwe Mamate: 4 I'b O3Y Mpadumka: DirectX9-coBmecTMasn BuaeokapTa C nogaep»xkon Shader Model 2 n 256 Mb BugeonamsaTn. CeTb: LUMPOKOMOJIOCHOE NogkatodeHne K MHTepHeTy XpaHunuuwe: 1 I'b ceoboaHoro mecta
DirectX: Bepcus 9.0 nnm 6onee no3gHas MnHuManbHble CUCTEMHbIe TpeboBaHusa ons Mac OS X: Mak
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